| mprove communications and technol ogy
capabilities

Firefighters and EM S personnel were hindered in their response on September 11
by multiple failures of communications systems and processes and technol ogy
limitations. We recommend that the FDNY proceed simultaneously on two tracks
to answer these challenges:

1) Revamp the management process it usesto evaluate, acquire and deploy
communications systems and protocols and technol ogy.

2) Immediately address urgent needsin its technology infrastructure,
processes and protocols.

1) REVAMP THE COMMUNICATIONSAND TECHNOLOGY
MANAGEMENT PROCESS

Currently, the FDNY lacks an effective, well-established process to manage the
progress of technology initiatives involving multiple Department bureaus. It also
lacks the ability to ensure that these bureaus exchange information effectively.
These shortcomings pose perhaps the largest hindrance to the Department’ s ability
to effectively address some long-standing communications and technology
problems,

The key to facilitating good working rel ationships across bureaus and establishing
effective management controlsis the creation of a cross-functional, standing
Technology Steering Committee (TSC) responsible for managing all technology
and communications initiatives within the Department. The TSC should also
provide to the MAP group, and the Planning Oversight Committee33 on a
guarterly basis, up-to-date information on theinitiatives' progress, impact and
major obstacles.

The TSC should be comprised of one senior representative from each of the
following bureaus and groups: Fire Operations, EMS Operations, Technology,
Communications, and Administration. It should be led by an appointee of the

33 The TSC will be the worki ng committee for all technology related initiatives within the Department. (See planning
recommendations section).

85



Commissioner and the Chief of Department. 1n addition, a technology-specific,
project management group of three people should be created to support the TSCin
managing these multipleinitiatives.

The TSC’ sresponsibilities can be broken down into two broad areas:

1 Leading development of along-term FDNY Technology Plan that
includes technology initiatives.

1 Managing the implementation of these initiatives using a standardized
process.

1.1) Lead the development of al ong-term Technology Plan

The TSC should be responsible for leading devel opment of the Department’s
forward-looking Technology Plan and ensuring that all specific technology
initiatives included in that plan support the operational requirements of the
Department. The plan should cover a5-year period and should be submitted via
the MAP Group to the Planning Oversight Committee for incorporation into the
Department’ soverall Plan. Specific stepsin developing this plan include:

1 Assessand document the needs of the Fire Department — primarily
those of Fire and EM S Operations— that would be addressed by
technology initiatives. Those defining these needs and initiatives should
not feel constrained by what they perceive as technologically possible.
They should let the needs drive the solutions. Once thisis done, the
needs can be compared to current technology capabilities to determine
any gaps that must be addressed.

9 Act asacentralized clearinghousefor internally generated ideas for
technology initiatives, aggregating these ideas and including appropriate
onesin the Technology Plan. This should be done by proactively
seeking out Department members to get their needs and suggestions.

1 Definethe Department’stechnology strategy, which should be aligned
with the operational needs and financial constraints of the Department,
and prioritize the identified technology initiatives in accordance with that
strategy. Document the strategy in the formal 5-year Technology Plan.

1 Annually develop and describein detail those portions of the
Technology Plan that should be undertaken in the coming 12 months.
Determine the key milestones, deliverables, responsibilities, and budget
for that one-year period.
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1.2) Manage implementation of initiativesusing a standar dizd process

The TSC will be responsible for coordinating staffing of teams, along with
managing and tracking the progress of all technology initiativesin the Department.
Bureausthat are involved in evaluation, acquisition and deployment of initiatives
will use TSC as a mechanism to help them agree upon their specific
responsibilities, milestones, deliverables and resource commitments. TSC will
ensure that the responsibilities and commitments of individuals and bureaus are
documented for all parties, explained to them and understood by them.

TSC should standardize the process for managing technology initiativesin the
Department. Thiswill help ensure the initiatives can be successfully developed,
tracked and pushed toward completion in an efficient and thorough manner. We
recommend the following process that can be used for any initiative:

9 Describeneedsto be addressed in detail. Thefirst step in developing
an initiative is identifying the specific needs it will address. TSC should
ensure that those undertaking a technology initiative perform this task.

1 Evaluate potential solutions. Once these details are developed, TSC
should work with appropriate bureaus to evaluate potential technology
solutions through the issuance of RFIsand RFPs. As part of this process,
TSC should ensure that input from all relevant bureausis collected,
documented and unambiguousdly articulated in the RFls and RFPs. For
instance, TSC could have bureausfill out structured survey forms that
allow them to easily offer thisinput. As RFIsand RFPs are developed,
TSC should make sure that appropriate criteria are developed to evaluate
the proposals resulting from them, with input from all relevant bureaus.

91 Choose and test solutions. After all responsesto RFISRFPsare fully
evaluated, TSC should be closely involved in the process of deciding
which solutions should be acquired or evaluated further. TSC should
also put in place a structured process for conducting tests and pilots,
including test/pilot planning, development of testing protocols,
documentation and rollout.

9 Train personnel. TSC should coordinate the design and implementation
of training programs and procedures to support the deployment of new
technology issued to FDNY personnel. TSC should ensure that bureaus
commit adequate resources for training, that they create training
timetables, materials, and a quality control processfor all training
programs.

9 Deploy solutions. TSC should establish and document deployment
plans for newly acquired solutions after testing and training has been
completed. Deployment plans should include guidelines, checklists and
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feedback forms. TSC should manage the deployment and provide a
mechanism for collecting feedback and refining the use of the
technology.

Throughout the implementation process, the TSC should provide periodic (e.g.,
monthly) updates to the MAP group, the Operational Planning Unit and the
Planning Oversight Committee describing technology milestones achieved, the
progress of ongoing initiatives (including deliverabl es by each bureau and
individual) and any specific roadblocks that need resolution.

In addition, the TSC should develop and maintain relationships with external
parties connected to technology initiatives (e.g., National Institute of Standards
and Technology and the NY C Department of Information Technology and
Telecommunications). It should participate in externally sponsored technology
events such as symposiums and conferences, and should reach out to other fire
departments and emergency services agencies to exchange information.

2) IMMEDIATELY ADDRESSURGENT NEEDS

At the same time the Department revamps the process for deploying and managing
new technologies, we believe it must address a number of current needs right
away. Thesefall into four broad aress:

1) Improve communications capabilities.

2) Improve the Department’ s ability to receive and disseminate
critical incident information.

3) Give chief officers at incident scenes better ways to manage information
and track personnel.

4) Improve EM S Operations’ ability to track patients during incidents.

2.1) Improve communications capabilities

Fire and EM S personnel have experienced a variety of significant communications
problems:. the portable radios used in the World Trade Center response |acked
more advanced features available in the marketplace; FDNY personnel often
cannot communicate reliably in high-rise buildings, subways and tunnels; and

EMS personnel face excessradio traffic due, in part, to the fact that two
communications channels operate on the same frequency and personnel do not
adhere strictly to communications protocols. The following recommendations
address these issues.
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2.1.1) Completetesting of UHF portableradios. The Department purchased
new UHF portable radios in 1999, but has not deployed them. An unsuccessful
deployment attempt occurred in early 2001.

While the Department still must evaluate important aspects of the performance of
these new radios, they do have several features that could give them significant
advantages over the currently deployed VHF portable radios. They support a
larger number of channels, providing an opportunity to fit Fire, EMS and
interagency channels, including NY PD channels, on the sameradio. Their signals
usually reach further inside structures, and they can be used in conjunction with
the new Police Radio System now being deployed for the subways. All these
features suggest that deployment of these radios could improve the
communications capabilities of the FDNY/, but only if they pass rigorous testing
and evaluation.

We recommend that the Department continue to accel erate the testing and
evaluation of the new radios. If the radios provide improved quality and

reliability, the Department should deploy them. Thiswill require the following six
steps:

1 Finalize the codification of FDNY operational communications needs
and the related technology features of these radios. For example, decide
which of the following two featuresis more important: increasing the
power output of transmissions over the command channel vs. the
corresponding decrease in the radio’ s battery life.

1 Establish adetailed testing procedure and a comprehensive testing plan
to determineif the radios meet FDNY's operational needs better than the
current radios, without compromising personnel safety. Thetesting plan
should ensure proper, rigorous documentation of the results of the tests.

9 Based on the test results, decide whether to deploy the radios.

9 If theradiosfail the tests, seek alternative solutions, including issuing a
new RFP. If they pass, update communications protocols and procedures
as necessary to effectively deploy them.

1 If theradios are deployed, develop and implement a comprehensive
training plan that ensures FDNY personnel are fully aware of the features
of the radios and know how to use them effectively.

1 Deploy theradiosinto the field with appropriate performance tracking
and feedback mechanisms.

We estimate that the accel erated testing and (potential) deployment of the new
UHF radios throughout FDNY should not require additional external funding and
could be completed within four months.
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2.1.2) Improve communication capabilitiesin high-rises There are
approximately 2,000 high-rise buildings34 in New Y ork City today. Field
experience suggests that FDNY personnel can communicate reliably injust a
fraction of these buildings.3> To address this shortcoming, the FDNY should
immediately evaluate, acquire and deploy equipment, together with the associated
procedures and personnel training.

High-rise communications gaps can be addressed with the deployment of
repeating infrastructure that receives, amplifies and retransmits radio
communication signalsto improve coverage. Repeatersthat are portable, mobile
(e.g., truck-mounted), or air-based (e.g., on adeployabl e balloon) may help
mitigate in-building communications difficulties, but do not provide full coverage
for high-rises. Stationary repeating infrastructure can support reliable
communications in most casesif it is designed, installed and maintained properly.
Thiskind of infrastructure can be installed inside or outside abuilding. We
propose the Department pursue all of these options, but do it along two parallel
and complementary paths.

1 Test and deploy portable, mobile and air-based repeaters. FDNY
should complete rigorous tests with portable, mobile, and air-based
repeaters to develop and document guidelines for optimal use of this
equipment (e.g., where to place the equipment for best coverage, which
combinations of equipment types are most effective). FDNY should also
develop an understanding of the limitations of this equipment. Once
guidelines for optimal use of it are established, the Department should
acquire appropriate equipment, train personnel to use it, and deploy it.
We believe that deployment of portable or mobile repeaters by FDNY
would cost approximately $1 million to $2 million36 and could be
completed within six months.

1 Pursue stationary communicationsinfrastructure. In addition to
accel erating deployment of portable, mobile and/or air-based repeaters,

34 High-rise buildings are defined here as al buildings seven stories and higher. Our recommendations for high-rise
buildings should also be applied to other types of buildings such as large malls, hospitals, and jails. Shorter
buildings with substantial underground areas should be treated similarly to high rises since FDNY communications
in underground environments are also inadequate.

35 Reliable in-building communications means clear point-to-point communications in nearly 100 percent of the
building, even in the case of building power loss, fire, or partial destruction. The Department does not have a
comprehensive view of how its radios perform in different kinds of buildings and, hence, does not have an exact
estimate of the number of buildings where its personnel can communicate reliably. There is some anecdotal
evidence suggesting that firefighters and officers would not be able to communicate effectively and reliably in most
high-risesin the city.

36 Estimate based on thisformula three repeaters (two portable and one mobile) for each of the Department’s
nine divisions
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the Department must foster the deployment of stationary repeaters that
will ensure that FDNY personnel and NY C’ s other first responders can
communicate reliably in high-rise and other large buildings. Therefore,
as the second path to effective high-rise communications, we recommend
that the FDNY take three simultaneous steps.

* Step 1. Requirehigh-risesto support first-responder
communications. FDNY should develop and seek adoption of
changesin the city building code requiring that al NY C high-rise and
other large buildings, existing and new, support first-responder
communications needs. The code should not mandate a specific
technology or solution, but should require that minimum performance
standards for communications are met. One possible solution could
beinstallation of fixed, building-specific repeaters. The city should
consider establishing a subsidy system to give incentives to owners of
existing buildings to expedite compliance with the new building code.
Such subsidies should be structured to reward speed of deploying
equipment and cost-effectiveness. We estimate that deployment of
thisinfrastructure for all high-risesin the city would cost
approximately $150 million to $250 million37 and could be
implemented within three years.

* Step 2. Evaluatethe deployment of additional city-owned
infrastructure. Itispossible that the most cost-effective way to
ensure in-building high-rise radio coverage requires a mix of
solutions. An alternative or complementary solution to
building-specific solutions might be a citywide radio infrastructure
that would be installed, owned and operated by the city or one of its
agencies. Therefore, we recommend that FDNY develop and issue an
RFI/RFP for building such an infrastructure. The RFI/RFP should be
written so that the city may determine the capabilities and
performance of thisinfrastructure, along with the costs to deploy and
operateit, and the likely time necessary for deployment. The
RFI/RFP should also allow for the possihility of purchasing new end-
user radios,38 including radios using different technologies and

37 Estimate based on solution for NYC high-rise buildings above seven stories at the cost of $0.30-$0.60
per square foot.

38 1t could be the case that deploying citywide infrastructure and replacing all FDNY portable radios is more effective
than retaining the current radios (or the UHF radios currently under testing). The Department should seek to

understand the costs and benefits of both alternatives: deploying infrastructure compatible with its VHF or UHF
radios and deploying infrastructure that would require replacement of all portable radios.
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standards than the VHF and UHF radios currently owned by the
FDNY.

» Step 3: Seek waysto leveragethe NYPD’sinfrastructureto meet
FDNY’sneeds. The FDNY should work together with the NY PD to
explore whether and how the citywide communications networking
infrastructure of the Police Department can be leveraged to support all
or some of FDNY’s communications needs. For example, the
RFI/RFP mentioned above should determine whether acommon
NYPD and FDNY communications infrastructure would be more
effective for the city, rather than two separate police and fire
networks.3® The FDNY should work with the NY PD to understand
which facilities and assets (e.g., sites, towers, transport capacity, and
power equipment) currently owned or operated by the NY PD can be
easily shared with the FDNY in ways that would benefit both
Departments — should the FDNY or the city decide to deploy
additional network capacity.

2.1.3) Improve communicationsin the subways. Department personnel also
have difficulty communicating viaradio in subways. Portable repeaters could
provide alimited, interim solution. However, firefighter and EMS
communicationsin the system could be greatly improved with the completion of
the Police Radio System (PRS) project, which is managed and funded by the
Metropolitan Transportation Authority. This project enables two-way voice radio
communication throughout the subway via UHF radios. The project has aready
covered asmall portion of the subway, but important portions of the system will
not be finished for at least 12 months and the entire project is not scheduled for
completion until December 2004. FDNY preparedness would clearly benefit from
earlier completion.

In order for FDNY to use the PRS system, it would have to replace its current
VHF portable radios with UHF radios such as those that are now being tested.

If this replacement takes place and if the Department elects to use the PRS system,
it should have a deployment plan in place. Ascertain subway areas become
operational, this deployment plan should provide for testing the new infrastructure
to ensureits adequacy for FDNY use. The plan should also provide for
development of procedures to communicate in upgraded subway areas and training
of personnel to communicate effectively in the subway.

39 While total cost of ownershi pis, of course, an important element to evaluate whether or not one or two networks are
more effective, redundancy, reliability, and the ability of acommon network to meet the different operational needs
of both Departments are also important. It is possible that the optimal solution is neither two separate networks nor
asingle one, but two networks that share multiple elements.
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2.1.4) Improve communication in tunnels. The tunnels pose a different
problem. FDNY units currently cannot communicate with the Dispatch center by
voice or by Mobile Data Termina asthey pass through many of them. FDNY
should expeditiously implement a satisfactory communication solution for voice
and data communications in tunnels. Such a solution should provide virtually
ubiquitous coverage throughout the tunnel — both between units and Dispatch and
point-to-point (handie talkie) communications within the tunnels. This solution
should also be redundant in case of amajor impact on the tunnel (e.g., partia
destruction, power 10ss).

For the four major auto tunnels (Battery, Holland, Lincoln and Midtown), the
Department should approach the MTA and the Port Authority of New Y ork and
New Jersey to coordinate the evaluation, acquisition, deployment, and
maintenance of communications options available to ensurereliable
communicationsin thetunnels. If atunnel’s oversight agency lacks resourcesto
implement such solutions, FDNY should seek to facilitate the technol ogy
acquisition and implementation processes, while closely coordinating all steps
with that agency.

Before solutions are implemented, FDNY should devel op a deployment plan that
involves testing, updating relevant protocols and procedures, and personnel
training.

The Department estimates that installing stationary solutionsin the four major
tunnels would cost about $6 million?® and could be implemented within 12
months.

2.1.5) Determinethe most effective EM Sradio channel deployment. One of
the issues highlighted on September 11 was the potential for congestion on the
EMS command channel, which hindered the EM S leadership’ s ability to conduct
effective radio communication. This situation was due to three factors: 1) the
overlapping frequencies between the command and citywide channels that result
in all citywide traffic also being heard on the command channel; 2) a breakdown
in radio communications protocols; and 3) the increased radio traffic due to the
size and complexity of the response.

The Technology Steering Committee should establish the criteriaand conduct a
detailed evaluation with EMS Operations to determine EM S radio channel needs.
One magjor question for this evaluation is whether to deploy a separate, dedicated
command channel and/or an additional citywide channel to support multiple
casualty incidents. Deployment of additional radio channels would require a

40 Egtimate based on proprietary solution for FDNY in four mgjor tunnels, including dedicated radiax cable, necessary
radio/electronic and connectivity equipment, and construction of equipment rooms.
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comprehensive implementation program, including a new radio configuration
(e.g., adding the additional channel), an update of protocols and procedures,
testing, training, and afield deployment plan.

In addition to re-evaluating its radio channel needs, EM S should place a mgjor
emphasis on enforcing radio discipline and should also explore alternatives for
leveraging its existing Mobile Data Terminals (MDTSs) to minimize radio traffic
congestion.

2.2) Improvethe Department’sability to receive and disseminate
critical incident infor mation

The second set of FDNY’' s urgent communications needs involves how it receives
critical information about an emergency incident and then disseminates that
information to the appropriate personnel. The events of September 11 highlighted
the importance of thisinformation sharing within FDNY and among the city’s
other public safety agencies. The FDNY has already taken an important step by
working with the NY PD on protocols to put an FDNY chief officer in apolice
helicopter when the FDNY feelsit would be helpful to manage incidents. The two
departments are also exchanging liaison officers and conducting regular meetings
of senior NYPD and FDNY personnel. However, more needs to be done. The
FDNY should focus itsimmediate attention on improving information flowsin
three key areas. 1) receiving aeria surveillance information such as video and
audio feeds, from NY PD and media helicopters, 2) streamlining information flows
within EM S Dispatch; and 3) ensuring that the FDOC can reliably communicate
with other responding agencies.

(While these steps would bring substantial benefitsto the FDNY/, resolution of the
fundamental issues related to information flow among agencies requires an
enhanced approach to inter-agency coordination. Part 111 of this report discusses
these coordination issuesin greater detail.)

2.2.1) Receiving aerial surveillance. FDNY should seek the ability to receive
audio and video feeds from NY PD and media helicopters. These would be made
available to the Incident Commander (in the Mobile Command Center, Field
Communication Units or elsewhere) and the Fire Department Operations Center
(FDOC). Thiswould require formal agreementswith the NYPD and local media
companies. These agreements should include voice and data communications
links between the helicopters and the FDNY . For instance, the helicopter radios
might be equipped with channels that allow the FDNY incident commander to
request that the pilot offer a specific aerid perspective.

Once such agreements are finalized, FDNY should acquire necessary receiving
equipment, update relevant protocols and procedures, and develop a
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comprehensive joint training plan that ensures al parties involved know how to
work together effectively and that FDNY’ s chiefs are fully aware of new
information flow capabilities available to them, and know how and when to use
them effectively. Throughout this process, FDNY should seek input from other
fire departments that have already deployed such capabilities in coordination with
other agencies.

2.2.2) Streamlining infor mation flowsin the EM S Dispatch center.
Another issue highlighted by September 11 was the fact that the current
organization of EM S Dispatch impedes operators from effectively handling
unusually large amounts of information that are likely to emerge from large
incidents. Currently, operators have multiple responsibilities, so that when an
incident reaches a certain size, the massive flow of information overwhelms
them. Therefore, they are not able to synthesize and disseminate information
effectively. In addition, operators work in separate areas of the EM S Dispatch
Center with little or no ability to integrate information they receive from
different sources.

The FDNY isnowre-evaluating the organization of EMS Dispatch. Itis
working on a pilot program that will test anew configuration for EMS
Dispatch, similar to the model used by Fire Dispatch. Thiswill help resolve the
guestion of whether EM S operators should continue to perform multiple tasks
or should focus on specific, functionally defined tasks.

2.2.3) Communicating with other agencies. The FDNY needsto ensurethat it
can effectively and rapidly communicate with other agencies, such asthe NYPD,
over theradio and over existing data networks. For instance, the FDNY should
ensure that SPRINT data messages sent between NY PD and EMS are
instantaneously copied to the Fire Department Operations Center as a backstop.
The FDOC should also monitor NY PD radio communications on key channels.

2.3) Give chief officersat incident scenes better waysto manage
information and track personnel

The FDNY’ s third group of urgent technology need involves giving chief officers
the ability to quickly and reliably locate personnel at any point in time, and
improving the functionality and flexibility of the Department’s command boards.

It isimportant for FDNY leadership to know whether an FDNY member ison
duty and whether he/she is deployed to acertain incident. Ideally senior FDNY
chiefs should also be able to know where this member is located throughout the
incident area. There are two stepsthat, if taken immediately, could allow the
Department to materially improve its personnel tracking capabilities.
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2.3.1) Ensurediscipline on the company level. Beyond addressing discipline
issues related to staging and recall, FDNY should take steps immediately to ensure
that officers enter reliable information into on-duty databases and riding lists, and
that names on riding lists always correspond to the people riding the apparatus. In
addition, the Department should explore alternatives to make this entry process
more efficient and simple by setting up easy-to-use software in firehouse PCs.
The Technology Steering Committee should also evaluate adding new capabilities
to Mobile Data Terminals (MDTs) that would allow Fire personnel to loginand
log off from their apparatus.

2.3.2) Evaluate and, if appropriate, deploy electronic command boar ds.

The events of September 11 highlighted the need for FDNY to replicate and store
up-to-date deployment information. This might be done by replacing the
Department’ s magnetic command boards with electronic boards equipped with
wireless transmission equipment. However, it is unclear whether

currently available wireless technology and infrastructureis reliable and robust
enough for use by the Department. For instance, it is unknown if the infrastructure
would continue to operate properly during most major incidents and how well it
would operate frominside high-rise buildings and other structures.

Nonethel ess, portable PC-based el ectronic command boards have much greater
functionality than magnetic boards. These boards could help communications
coordinators and operations chiefs with their tracking, communications and

tactical coordination tasks. For example, PC-based boards can store and display
maps and multiple building plans. This could enable chiefsto look at structural

and electrical characteristics of high-rises and zoom into specific floors or building
areas. PC-based boards could also store detailed hazard listsand FDNY

procedures.

The TSC should coordinate devel opment of an RFP for electronic command
boards. It should evaluate the boards' functionality separately from the
capabilities and costs of backing up and updating deployment information through
wireless connections.

Aswith all other technologies, if the Department decides to acquire electronic
command boards, it should update relevant protocols and procedures and develop
acomprehensive training plan that ensures that the chiefs are fully aware of the
features of the boards and know how to use them effectively.
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Our estimates show that implementation of electronic command boards throughout
FDNY would cost approximately $500,000 to $1 million.41

2.4) Improve EM S’ s capability to track patientsduring
lar ge-scaleincidents

Thisisthe fourth area of urgent communications and technology needs. The
events of September 11 highlighted the need for EM S Operationsto have a
flexible patient-tracking process that can aggregate, verify, and disseminate
patient-tracking information during large-scale incidents. There are several
technology solutions that could help automate the process of tracking patients and
accurately capture patient information. EM S Operations should work with the
Technology Steering Committee to eval uate the deployment of such atechnology
and the associated processes and infrastructure.

If the Department decides to change its patient tracking process, it should
coordinate this work with other medical care providersin theregion, such as
hospitals and private ambulance services. This new tracking system should be
formalized and become part of an official agreement among the relevant entities,
including voluntary and community-based ambulance operators and hospitals,
with each having clear functions and responsibilities. Once such an agreement is
established, the TSC and EM S Operations should devel op detailed interndl
protocols and procedures for patient tracking.

We estimate the total cost of enabling EM S to track patients more accurately is
$2 million to $4 million.

41 Egtimate based on one command board per battalion (including cost of software installation and provisioning of
initial wireless connectivity).
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