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Annex  6 

Facility Name 
CONTINUITY OF OPERATIONS Plan  (COOP)

Section 1: General Considerations and Planning Guidelines

1.1  Purpose 

The purpose of this COOP is to provide a framework for the facility to respond to and recover from an internal or external emergency that may impact life, health and/or the ability to conduct facility operations.  This plan establishes a concept of operations, strategies and tactics to guide facility preparedness, response and recovery activities to ensure uninterrupted facility operations. The objectives of the COOP are:

· To outline short, medium and long range measures to improve the facility’s capability to respond to and recover from an emergency. 

· To provide for the efficient utilization of all available resources during an emergency.

· To ensure the continuity of operations of the facility in times of emergency or disaster situations. 

1.2  Scope 

The Facility Name Continuity of Operations Plan outlines overall facility policies and activities in two areas: 

· General Considerations and Planning Guidelines, which include facility risk reduction efforts, focus on identifying hazards, mission-critical facility business processes and systems, potential continuity problems affecting the facility, and steps taken to prevent or mitigate those problems. 

· Recovery efforts include short and long-term strategies to restore facility business operations following an emergency, including identifying ways to prevent/mitigate a hazards impact on the facility. 

1.3  Planning Assumptions (Guidance: Amend to fit facility’s needs)
Several assumptions were identified in developing this COOP, and include the following: 

· A hazard may be of a natural, technological or human-caused nature, and may originate from an internal or external source. The occurrence of such hazards may have a severe impact on the facility, its system operations, and the staff that may be called upon to support facility operations. 

· Some emergencies may warrant the staff members to take some sort of protective action, such as sheltering in place or evacuating. 

· In some cases, portions of or the entire facility may be unusable, requiring the use of an alternate facility. 

· The facility has completed an assessment of its business processes and has identified the required elements that are necessary to ensure continuity of certain operations at a remote location (e.g., access to patient medical records).

· The facility has taken steps to identify an alternate facility or facilities at which its patients may receive dialysis on a temporary basis until this facility is fully operational again. 

· In a widespread community disaster, staff members may need to take the appropriate steps to ensure the safety and security of their families prior to returning to work.  This could have a negative impact on staff availability.  

· There may be disruptions in utility services including electric, gas, telecommunications, water, and Internet.

· Vendors, county and local governments, and other facilities that the facility normally deals with may also be responding to the emergency, and may be experiencing some disruption in operations as well.  Therefore, entities with which Facility Name has agreements may be unavailable to provide assistance. 

1.4  Plan Maintenance and Updating (Guidance: identify who will update the plan and when)
The insert staff member is responsible for identifying the policy in maintaining and updating this Plan. The insert staff member will lead the effort with the various sections/departments. 

This COOP shall be reviewed annually and updated on insert date of each year.  It will also be reevaluated when any of the following conditions occur: 

· Regulatory changes;

· Identification of new hazards or changes in existing hazards;

· Changes in resources or organizational structures;

· Identification of items for improvement after drills, or exercises;

· After disaster/emergency responses; and/or

· Changes in infrastructure, funding; or budget-level.

All sections and departments are responsible for a identify timeline review of their emergency response role and procedures, and provide any changes to the insert staff member. 

1.5  Specific Risk Reduction Measures to Ensure the Continuity of Operations (Guidance: identify all that apply; delete those that do not)
Facility Impact Analysis (Guidance: assess facility impacts)
The insert staff member or ERT  has undertaken the following:

· conducted a Hazard Vulnerability analysis designed to identify potential emergencies and  the effects those  emergencies may have on the facility’s operations and services; and

· identified and prioritized programmatic materials and support items. Insert staff members  have also identified which services or support items are required to meet the programmatic demands. .

Mission Critical Systems (Guidance: identify critical systems)
The insert staff member or ERT  has conducted an in-depth review of the facility computer systems, capabilities, and the ability to support the goals of the facility in times of emergency.  The review considered the systems required to meet the facility demands, as well as the base systems that support the operational systems of the facility. The complete listing and identification of those systems can be found in Appendix 1 to this COOP. 

Mission Critical Files, Records and Databases (Guidance: identify critical data)
The insert staff member or ERT   has reviewed vital records, files and databases that would be needed to support continued patient care. The review considered whether or the file, record or database is: 

· Hardcopy or electronic.

· Available at another location or through another server or provider. 

· Has a back-up; either on disk or elsewhere. 

· Accessed via a web-based storage via portal or a contracted service provider. 

Eache insert staff member has been directed to assist their staff in identifying and documenting the critical records, files and databases that are pertinent to their section’s responsibilities.   

The insert staff member has directed all sections/departments of the facility to begin insert timeframe  back-up of all electronic files and databases.  The data is to be copied onto CD by each insert staff member, which in turn is provided to each insert staff member .  

Section 2: Recovery
2.1  The Recovery Process (Guidance: Prioritize programs based on the Impact Analysis)
Guidance: Disaster recovery and business continuity is the process of returning the facility to pre-disaster state and to allow the facility to perform as a vital component of the health care system.  In many cases, a facility will be able to return to this state, or better, if mitigation measures are incorporated into the recovery process.  
The Facility Name has identified several key mechanisms to successfully implement the COOP and facilitate the recovery process. 

During the planning process, the insert staff members or ERT put forth the compilation of the Impact Analysis.  Based upon the Impact Analysis, insert staff members or ERT have identified the  actions necessary for the restoration of vital services.  These can be found in Appendix 1 to this Plan. 

Guidance: If facility operations are significantly affected by the emergency or disaster, short and long-term recovery efforts may need to be considered and implemented to return facility business to normal.  The Incident Command System (ICS) structure described in Section 4 of the EOP (“Activation/Notificaton/Response”) may be expanded or adjusted to address COOP and recovery-related issues or they may be handled within the normal scope of facility operations, as required. Recovery planning and strategy development may need to examine the following issues:

· Returning to the primary facility, if appropriate;

· Short-term facility-specific objectives to return the facility to normal operations;

· Long-term facility-specific objectives and mitigation;

· Damage Assessment and Reconstruction;
· Participating in or obtaining state/federal disaster recovery assistance. 

2.2  Returning to the Primary Facility, if feasible. 

In the event that the primary facility can be occupied immediately following the emergency, the following may apply: 

· The facility will remain evacuated until the local emergency response agencies have determined that it is safe to re-enter. 

· Staff members will determine, to the extent possible, the impact the emergency had on their specific programmatic areas.  Impacted operations will be relayed to the insert staff member via the section supervisor.

· Staff members will test mission critical systems to verify that they are working properly (see Appendices 1 and 2 to this COOP).

2.3 Short-term Objectives to Return to Normal Operations (Guidance: High Priority Items)
The insert staff member  has identified the following policies in implementing the facility’s COOP:

· insert staff member will endeavor to focus on implementing mission-critical activities and tasks as identified in Appendix 1. 

· Insert staff member heads will identify critical and time-sensitive applications and tasks that need to be addressed to perform mission-critical activities. 

· Redundant network servers, databases and telecommunications networks will be brought on line.

Guidance: Insert if applicable: If shortfalls in capabilities, equipment, supplies or material are exhibited, the staff will work within the ICS structure to remedy the situation.  

Identifying staff assignments and work schedules

Facility Name has identified the following staff assignments and work schedules:

· In the event that the emergency causes serious injury or death to facility staff members, the lines of succession will be followed, as appropriate. 

· The Facility Name will make every effort to ensure that facility staff members will have the opportunity to work their regularly scheduled hours.  However, the facility may need to implement a work rotation or alternative work schedule to accommodate each employee and accomplish the objectives at hand.  In response to the emergency, facility staff members may be asked to work overtime to help the facility in the recovery process. Any assignment of overtime will be consistent with union contracts and policies, recognizing that the nature of disasters present unforeseen circumstances. 

· Guidance: Insert if applicable: Consideration will be given to those staff members who have the capability to work remotely from their place of residence.  

· In the event that more personnel are needed, the Facility Administrator may seek assistance from the New York State Volunteer Management System or the New York City Medical Reserve Corps (Guidance: revise as necessary based upon NYCDOHMH input), as described in Section 4 of the EOP to obtain additional personnel.  Consideration may also be given to utilizing temporary employment services.

Providing disaster mental health services to facility staff members

The Facility Name will make every effort to arrange for mental health services for all of the facility staff members that are affected by the emergency. 

2.4  Long-term Facility-Specific Objectives and Mitigation

The Facility Name will consider mitigation measures into the recovery and redevelopment plan for the facility.  These measures may include:

· Implementing engineering solutions to reduce the vulnerability to hazards;

· Implementing upgrades in physical and cyber security;

· Identify off-site, redundant network servers, hot sites and mission-critical information; and

· Upgrade the facilitys communication system.

2.5 Participating in or Obtaining State/Federal Assistance (Guidance: To be used in disaster Situations)
Recovery and Reconstruction

Guidance: If the emergency is widespread and is declared a “disaster”, there may be provisions to acquire federal assistance via the federal Robert T. Stafford Disaster Assistance and Relief Act.  This act identifies recovery mechanisms in two phases: Short-term recovery, which is aimed at returning essential vital services, and long-term recovery, which may take years to conclude.  
In the event of a disaster situation, the insert staff member should coordinate with the New York City Office of Emergency Management to determine if the Facility Name may be eligible for federal assistance. (Guidance: Please note that Stafford Act Reimbursement is not available for costs incurred in directly treating patients (e.g. clinical costs).
Damage Assessment (Guidance: who will assess and repair the facility)
The Facility Name is located in a building owned and operated by insert entity.  As such, insert entity is responsible for assessing all damage to the facility’s property, and is responsible for coordinating the reconstruction of the facility.   

State and Federal Reimbursement for Expenditures (Guidance: track costs)
From the onset of the emergency, the facility will endeavor to keep a detailed account of all disaster-related expenses.  This effort will be coordinated by the insert staff member. This information will be compiled in coordination with the relevant departments and staff.  Types of expenditures that will be recorded include: 

· Labor used to respond to the emergency, including overtime;

· Use of equipment rented or purchased through contracts;

· Loss or use of materials from existing stock;

· Damage incurred; 

· Contracted services, such as temporary staff members, used in the recovery; and 

· Cost of construction and/or reconstruction. 

Appendix 1: Mission Critical Systems

(Guidance: Revise as necessary for facility)

	Failure
	What to Expect
	Contact Person/Dept.
	Mitigation / Response / Recovery
	Comments
	Clinical Intervention

	Computer/IT Systems
	System down
	
	· Report Failure to (insert)
· Conduct preventative maintenance on power back systems

· Ensure contracts are in place to obtain necessary outside assistance or to

provide temporary systems for back up.

· Back up data on a regular basis, and store in a safe environment

· Train staff on failure plan

· Follow downtime and data re-entry procedures

· Conduct manual operations with other depts. as needed
	Implement “downtime” (paper) procedures; consider faxing and utilizing runners to transmit information that cannot be transmitted electronically. 
	· Maintain Clinical Documentation

	Elevators out of service or improper operation
	All vertical movement will be done by stairwell
	
	· Assess full extent of elevator failure

· Ensure contracts are in place to obtain necessary outside assistance.

· Ensure elevator keys are accessible

· Contact Elevator Vendor/Support to facilitate repairs

· Advise staff of potential delays
	
	· Verify that patient evacuation equipment is accessible.

	Fire alarm system failure
	No fire alarm tones

No strobe lights

No automatic notification to the FDNY
	
	· Monitor area for possible sources of smoke or fire.

· Report any problems to operator who will page Safety.

· Ensure contracts are in place to obtain necessary outside assistance
	Implement system of “firewatchers” whereby staff monitor for fire.
	

	Fire suppression system failure
	No automatic sprinkler protection
	
	· Monitor area for possible sources of smoke or fire

· Report any problems to operator who will page Safety.

· Ensure contracts are in place to obtain necessary outside assistance
	
	

	Natural gas failure or leak
	Possible odor, no flame at cooking equipment
	
	· Immediately secure and close all incoming gas service mains.  

· Notify Plant Operations. 

· Communicate with local gas utility company and obtain status of condition. 

· Inspect all outlets and burners and ensure they are closed.  

· Post signs indicating operational status of the gas system.

· Conduct pressure test on all piped gas systems. 

· Restore gas system piping


	
	· Relocate affected patients to an area of safe refuge as directed by the fire response team.

	Patient care equipment
	Equipment/systems not functioning
	
	· During hazard surveillance, conduct spot checks of all equipment to ensure Inspection tags are up-to-date.

· Ensure contracts are in place to obtain necessary outside assistance.

· Ensure signage is available to place over equipment to indicate operational status, i.e. “Do Not Use, Not Operational” sign and call bio-medical engineering to service any damaged unit

· Train staff on failure plan

· Implement Patient Care Equipment Failure Plan


	
	· Request and utilize alternative equipment as required.

· Report failure or out of date equipment to Bio-med and the appropriate dept, if applicable

· Conduct just-in-time training

· Ensure nursing staff is checking inspection tags, and conducting initial checks on equipment before putting into use.



	Telephone failure
	No phone service
	
	· Conduct preventative maintenance per manufacturer’s recommendation

and PM history

· Ensure contracts are in place to obtain necessary outside assistance.

· Ensure signage is available to place over phones noting operational status of system

· Ensure a stock of non-phone system equipment is available or outside suppliers available upon request and information up-to-date

· Ensure walkie talkies, pagers, and portable cell numbers are available to contact key personnel, and medical staff

· Ensure personnel’s non-phone system information is up-to-date 

· Train staff on failure plan

· Implement Telephone System Failure Plan

· Implement Red phone procedures/Connect

· Utilize Red-Phone Directory on the Emergency Management Intranet Page
	Utilizing walkie talkies requires certain protocols. Ensure that staff are trained in protocols. 
	· Staff will advise patients and visitors of the outage and subsequent restoration of normal services.

	Sanitary/ Waste System
	All Plumbing fixtures inoperative
	
	· Notify Plant Operations, Plumbing Department and Facilities Management.

· Assess severity of failure and attempt repair.  

· Obtain necessary outside assistance. 

· Isolate portions of water supply and manage water usage in order to minimize impact. 

· Implement Sanitary Waste System Failure Plan.  

· Post signs indicating operational status of sinks and toilets.  

· Communicate with local utility company and obtain periodic status of condition

· Bulk water will be utilized for toilet flushing operations.

· Monitor for infectious diseases
	
	· Notify all staff on the premises.

· Staff will implement

alternative procedures for hand washing and sterilization as per Infection Control Guidelines.

· Ensure plastic bags are place to use temporarily for waste disposal. 

· Advise patients and visitors of the disruption and subsequent restoration of normal services.

	Water
	Complete loss of water supply to all fixtures
	
	· Notify Plant Operations, Plumbing Department and Facilities

· Management.  Notify Nursing and Hospital Administration.  

· Remove patients from dialysis machines.

· Assess severity of failure and attempt repair.   

· Isolate portions of water supply and manage water usage in order to minimize impact. 

· Post signs indicating operational status of sinks and toilets.  

· Communicate with local utility company and obtain periodic status of condition. 

· Contact outside vendors for delivery of additional bottled water.

· Monitor water for infectious diseases, if necessary.
	
	· Staff will implement alternative procedures for hand washing and sterilization as per Infection Control Guidelines. 

· Staff will advise patients and visitors of the outage and subsequent restoration of normal services.

	HVAC System
	No ventilation, no heating or cooling
	
	· Implement HVAC Failure Plan.

· Assess the full extent of HVAC failure.

· Contact any HVAC service contractors for assistance and immediate response.

· Assemble, contact and direct resources required to resolve failure.

· Qualify and correct any deficient HVAC conditions.

· Employ alternate or temporary HVAC systems until full restoration.

· Focus on infection control practices which may be compromised as a result of the HVAC system failure. 
	
	· Assess patient comfort levels. Monitor for extreme temperature variations.

· Provide blankets for additional warming.

· Coordinate with Facilities for cooling alternatives such as fans.

· Consider patient relocation strategies


Annex2:

Reopening Dialysis Clinics:

FDA Advice to Follow When Reopening Hemodialysis Clinics after Restoration of Power and Water

Attached is FDA advice to follow when re-opening hemodialysis clinics after restoration of power and water.

Please consult the FDA website at http://www.fda.gov/medicaldevices/safety/emergencysituations/ucm055976.htm  for the most current version.
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